Abstract-In the smart grid, a neighborhood area network (NAN) is a part of the cyber-physical system that achieves twoway communications between smart meters and meter data management system (MDMS). In this paper, we study the energy efficiency issue for uplink transmissions from NAN gateways to the concentrator connecting the MDMS. Classical power control schemes targeting pure bits/joule energy efficiency for multiaccess wireless networks do not fit in well due to the stringent data rate reliability requirement caused by the massive amount of smart meter data. Therefore, we propose a hierarchical uplink transmission power control scheme for a NAN using a two-level Stackelberg game approach. Focusing on linear receivers, the Stackelberg equilibrium for the proposed game is derived. Numerical results demonstrate that our proposed scheme achieves both data rate reliability and energy efficiency.
I. INTRODUCTION
O NE OF the major features of the smart grids is the use of a cyber-physical system (CPS), which includes a control system, and a two-way communication network [1] - [3] that connects customers and service providers. Because of the CPS component, a smart grid is more advantageous than the traditional power grid, in the sense that smart grid not only enables demand-side response for efficient energy management, but also is capable of detecting the powerline status timely and precisely. Targeting residential customers, an advanced metering infrastructure (AMI) is the system that measures, collects, and analyzes data from smart meters, and gives intelligent management of various power-related applications and services based on that data. In the AMI, the meter data management system (MDMS) is a key component which performs long-term data storage and management for the smart meter data [4] . An AMI is generally divided into three parts: 1) a wide area network (WAN) part; 2) a neighborhood area network (NAN) part; and 3) a home area network (HAN) part [5] , [6] , as illustrated in Fig. 1 .
Wireless technologies have been widely used in the lastmile communication systems in the smart grid [7] , [8] because of their flexible deployment and environmental adaptiveness, especially in extreme situations. Numerous works have been proposed to study HAN with a small coverage and low data rate transmission wireless network for a single smart meter and several appliances [9] - [11] . However, only a few literature has studied NAN as a bridge connecting HAN and WAN. A NAN consists of many data aggregation points (DAPs), each of which collects data from several smart meters, transmits the data to a concentrator through NAN gateways, and broadcasts the control information from the MDMS to its surrounding smart meters.
In this paper, we propose a wireless mesh NAN based on IEEE 802.11s protocol. The proposed NAN is powered by renewable energy (e.g., solar power), which can further enhance the adaptiveness and flexible deployment. Due to the limited power supply of a wireless DAP node, energy efficiency is a critical issue. Our focus is on the power consumption of gateway DAPs since they need to achieve a high data rate in longer distance transmissions.
Given that a concentrator is a relatively big radio-wave transmission tower, it is not safe to deploy such a tower within or nearby a residential area. On the other hand, when miles away, WiFi-based technology is out of its communication range. Ideally, IEEE 802.16 [12] (mostly known as WiMAX) provides a data rate up to 70 Mb/s and distance up to 48 km [13] , although these two cannot be achieved at the same time. WiMAX is also allowed to be deployed in 5.8 GHz unlicensed spectrum, and thus avoiding a huge amount of license fee. However, in an unlicensed spectrum, the maximum effective isotropic radiated power (EIRP) is limited to 30 dBm by the Federal Communication Commission (FCC) [14] . Nevertheless, if an equipment is used in a fixed point-to-point link, the maximum EIRP can be slightly higher.
Thus, in our proposed network model, gateway DAPs are equipped with point-to-point WiMAX technology operating at 5.8 GHz to take advantage of the free spectrum and an achievable better performance. Compared to a typical WiFibased DAP which typically uses 100 mW energy, the power consumption for each gateway is a more important issue.
Besides the energy efficiency issue, we define data rate reliability as the ratio of total effective uplink transmission data rate to the data rate generated by all the smart meters in the NAN. Data rate reliability is the metric to measure if a NAN successfully uploads sufficient smart meter data to the concentrator. In this paper, we focus our study on the uplink transmission, because the downlink transmission contains only a relatively small amount of information from the MDMS. Unlike the downlink transmission, achieving a very high data rate reliability (e.g., 99.999%) for the uplink transmission is challenging because of the ever growing real-time transmission data rate. With more pervasive deployment of the smart grid in near future, smart meter data will be generated much more frequently than the current 15 min based sampling period. For example, if we adopt currently used 12 kB as one sampling smart meter data, and the minimum sampling period goes down from 15 min to 1 s, the data rate generated by a smart meter goes up from 100 bps to 96 kb/s. Moreover, for a typical AMI, it is assessed that the yearly data as massive as 100 PBytes will be generated within ten years [15] . This will quickly cause storage and processing problems for the MDMS. Therefore, if a smart meter is so smart that it can adaptively change its sampling frequency based on the household situation (for example, few people stay at home using appliances during daytime on working days, and most of the appliances are operated from evening to midnight when people are at home), the peak volume of smart meter data can be lowered dramatically, and in turn relieves the burden of the MDMS. To encounter both the energy efficiency issue and the data rate reliability issue, we propose a hierarchical power control scheme for the uplink transmission using a two-level Stackelberg game theoretical approach.
The novel contributions of this paper are summarized as below.
1) We propose a wireless technology-based NAN for the future smart grid. 2) We propose a hierarchical power control scheme for the uplink transmission targeting on the real-time data rate reliability and energy efficiency. 3) We apply a two-level Stackelberg game to the proposed scheme and derive the Stackelberg equilibrium (SE) based on a linear receiver. 4) We provide numerical results and analysis to demonstrate that our proposed scheme can achieve both data rate reliability and energy efficiency. The rest of this paper is organized as follows. Section II summarizes the related work. Section III proposes a NAN model for the future smart grid. In Section IV, we present our hierarchical power control scheme by formulating a twolevel Stackelberg game. Section V analyzes the deployment of gateways and derives the SE for our proposed game, and also proposes the algorithm to approach SE. In Section VI, we present the numerical results, while Section VII concludes this paper.
II. RELATED WORK
A wireless mesh network based on the IEEE 802.11s protocol [16] has been widely used in the literature as one of the best candidates for deploying a NAN [17] - [19] . A WiFi-based NAN can handle high data rate transmission within the network owing to the robust and still growing WiFi technology. Some uplink transmission issues have been studied, such as the uplink transmission of AMI in terms of latency and throughput based on multigate structure [18] , [19] . However, energy efficiency was not mentioned in these works as they did not address green energy, which plays an important role, for the power supplier of the AMI in the smart grid. The deployment of an AMI with green energy (e.g., solar panel and battery) was studied in [20] , but the detailed power control scheme was proposed as a future work. Energy efficiency for a multiple-access system has been proposed in [21] - [23] by achieving maximum bits/joule utility. However, since AMI is distinguished from those general multiple-access systems by its demanding data rate and low latency requirement, the results from those works cannot be directly applied to the AMI.
III. SYSTEM MODEL
We consider a future residential neighborhood powered by smart grid, where each household has a smart meter as the input to the CPS component. Each smart meter generates data at an adaptive sampling period (e.g., 1-2 s) in each time session according to its surrounding environment. Each time session is based on different power control information (e.g., price) and the power usage accordingly. A wireless mesh network based on the IEEE 802.11s is established in the neighborhood as the NAN.
As illustrated in Fig. 2 , a NAN typically consists of hundreds of WiFi-based DAPs, which collect data from the smart meters and also relay the control information to the smart meters. Each DAP is powered by renewable energy (e.g., solar power) with a battery of limited capacity. To further relay the smart meter data to the MDMS, a concentrator that connects the MDMS through the WAN is deployed a few miles away from the NAN but still within a visual distance. DAPs that are closer and have line of sight propagation path to the concentrator are candidates for the gateways of the NAN, for brevity, simply gateways. DAPs are further grouped into duallink gateway DAPs (DGDs), basic gateway DAPs (BGDs) and normal DAPs. Besides WiFi, DGDs are equipped with another two-way point-to-point WiMAX interface, and BGDs are equipped with another one-way point-to-point WiMAX interface. Normal DAPs are simply WiFi-based.
Both DGDs and BGDs are responsible for the uplink transmission of the NAN, however, only DGDs are enabled for the downlink transmission for the following two reasons.
1) Since the downlink transmission data rate is low and is far less frequent, it is unnecessary to enable all the gateways.
2) The concentrator can also use P2P transmission with limited transmission power regulated by the FCC rules if the number of receivers is small. All gateways serve as the root in the hybrid wireless mesh protocol (HWMP) [16] for NAN so that the smart meter data are transmitted to any of the gateways according to the protocol. If a gateway is not able to handle its current incoming data rate alone, it will distribute the data to other gateways. Moreover, we ignore the interference among the gateways due to the nature of directional transmissions.
Our focus is on the uplink transmission from the NAN to the concentrator. Because the downlink transmission contains only a small amount of control information from the MDMS, it is more likely to be received once in every time session (e.g., hourly-based). However, the smart meter data are generated as a massive continuous data flow and are most likely delay sensitive. In the uplink, we assume all the gateways simultaneously upload data toward one concentrator over the block Rayleigh flat-fading channels, and the concentrator perfectly knows all the uplink channel state information (CSI) on each block. However, each transmitter only knows its own CSI. Then, the signal received by the concentrator can be mathematically expressed by
where Z is a zero-mean white Gaussian noise with variance σ 2 , h k is the fading channel gain, and X k is the input signal of transmitter k. Instead of considering the amount of data generated by smart meters, we consider its related real time data rate. The total incoming real time data rate at the gateways is indeed the required uplink transmission data rate (if no loss is tolerable). When each smart meter generates data at its minimum sampling period (e.g., 1 s), the total incoming real time data rate is at its maximum value R S max . The number of DGDs and BGDs are determined by R S max before establishing the NAN. More specifically, DGDs are designed to handle αR S max , 0 ≤ α ≤ 1 (without considering BGDs). With the help of BGDs, all the gateways should be able to
IV. PROBLEM FORMULATION
In [20] , we have studied the deployment of solar panels and batteries of each radio for sustainable operation, and modeling of renewable energy. In this paper, we focus on the detailed power control scheme. Table I lists the key notations and terminology used throughout this paper. We denote the DGD set Let λ B k be the incoming data rate to b k and λ D k be the incoming data rate to d k . The total data rate generated by the smart meters is calculated as
(1)
Definition 1 (Data Rate Reliability):
Leting R out be the total uplink transmission data rate to a NAN (will be specified later), we define the data rate reliability of the NAN as
Unlike the packet loss rate that only considers the data rate of the transmitters, the data rate reliability is the metric to measure wether or not the NAN successfully uploads sufficient smart meter data to the concentrator. For example, η = 99.999% indicates that all the transmitters together should have an effective uplink transmission data rate over 99.999% of the incoming data rate. However, it does not require the total packet loss rate to be less than 0.001% when each transmitter has a relatively high transmission rate as compared with its incoming data rate.
A. Energy Efficiency Utility Function
It is known that additional energy consumption changes the fundamental tradeoff between energy efficiency and data rate [24] . Intuitively, achieving a high signal-to-interferenceplus-noise ratio (SINR) level requires the user terminal to transmit at a high power, which in turn results in low energy efficiency. This tradeoff is well known and can be quantified by defining the pure energy efficiency utility function of a user as the ratio of its throughput to its transmit power (bits/joule) according to [21] , [22] 
where
and f e (γ k ) is the efficiency function, which is assumed to be increasing, continuous, and S-shaped (or sigmoidal, containing a point above which the function is concave, and below which the function is convex [25] ) with f e (+∞) = 1 and f (0) = 0. This efficiency function is commonly adopted [22] , [23] as
where M is the block length and γ k is the output SINR for the kth gateway. If we assume random spreading sequences, the SINR is obtained
where N is the processing gain, h k is the kth gateway's path gain. For simplicity, we express the path gain as
where A and ν are constants which determine the path loss as a function of distance dis k .We now calculate R out as
The solid line in Fig. 3 indicates that there is a maximizer of pure energy efficiency utility with a given γ k . Obviously, the maximizer p * k of (3) does not guarantee an output from the efficiency function (4). Therefore, when R S in is high, it is likely to transmit at a lower power such that the data rate reliability η cannot be satisfied.
To encounter this issue, we introduce a weighted penalty function r k (·), as a measure of the reliability gap caused by not powering the transmitters sufficiently. For practical purpose, we require r k (·) to satisfy three properties with respect to p k with a fixed noise.
1) It has to be a decreasing function.
2) It has to be convex.
3) It approaches 0 at infinity. In other words, as the kth gateway uses more power (starting from the maximizer of the pure energy efficiency), it will have less penalty since it will more likely meet the reliability requirement. The convexity of r k (·) ensures that the penalty matters less as the power consumption goes high. Finally, the penalty approaches 0 when consuming infinite power. Overall, the impact of the penalty function is illustrated in Fig. 3 . First of all, we still need the utility function (8) to be able to return a maximum value, however, instead of its utility, we care more about its maximizer value p k . With a higher weighted penalty, the maximizer value of the dotted line is shifted higher than the maximizer of the dashed line with a lower weighted penalty. With r k (·), we then define the utility of the kth gateway DAP as
B. Hierarchical Uplink Transmission Power Control Scheme
In the hierarchical uplink transmission power control scheme, we use a two-level Stackelberg game theoretical approach, where the DGDs act as the leader, and the BGDs act as the follower. Generally speaking, the DGDs play a noncooperative game by knowing the reaction function of the BGDs to their actions. Then, with the action of DGDs, the BGDs play a noncooperative game among each other.
1) DGD Level Game:
In the DGD level game, the players are D = (d 1 , . . . , d D ) .
, and its utility is calculated as
The penalty function r D k is defined as
where exp(·) = e (·) , and w D k is the weight factor, which is highly related to the following three parameters, d k 's incoming data rate λ D k , total incoming data rate R S in , and the maximum incoming data rate R S max . Intuitively, as
increases, the penalty weighs more. Combining them together
Mathematically, we define the weight factor as
Note that for a given λ D k , w D k is a constant, and c is a scaling factor so that the final results can be normalized into a reasonable range. We then check the properties of the penalty function r D k (·).
Taking the first derivative with respect to p
Therefore, r D k (·) is monotonically decreasing. Again the second derivative with respect to p D k yields
Therefore, r D k (·) is convex. And finally lim
In summary, r D k in (10) satisfies all three properties mentioned above. For an arbitrary and selfish player d k , the goal is to find the optimal power to achieve its maximum power efficiency when counting in the penalty. That can be achieved by solving the following optimization problem:
2) BGD Level Game: the BGD level game, the players are B = (b 1 , . . . , b B ) . Similarly, we assume that the maximum transmitting power p B max is identical to all the players. Given the DGDs power pro-
, an arbitrary player b k calculates its utility as
where w B k is the weight factor of this penalty function calculated as
Similarly, this selfish player b k aims to maximize its utility with penalty function by solving the following optimization problem:
V. ANALYSIS OF THE PROPOSED SCHEMES

A. Estimation of B and D
Before discussing the hierarchical uplink transmission power control scheme, we need to decide the actual number of players in the two-level games of Stackelberg game. To simplify the model for estimating D, we assume that the DGDs are identical to each other, implying
Note that, these simplifications only apply to the estimations of D and B in this section. With these assumptions, we temporarily rewrite (5) as
Fixing σ 2 and taking the first derivative with respect to
Therefore,γ D k is monotonically increasing. This will help us estimate D and B. Recall that (22) where R D i is the transmission rate of d i , and γ D i max is the maximum SINRs achieved by d i at its maximum power p D max . Note that, the maximum SINRs are also identical, that is
Andγ D max is achieved when all DGDs transmit at the maximum power. We then rewrite (22) as
Clearly, (23) 
We then estimate B the number of BGDs. Similarly, we assume all the BGDs are identical to each other. With the noise from DGDs added, the estimated SINR for b k is given bỹ
For simplicity, we further assume that the DGDs are also identical to BGDs, where
We conclude thatγ B k is also monotonically increasing. Recall that
If the transmission rates of BGDs and DGDs are identical to each other, where
, and ∀ j ∈ [1, D], the maximum SINR are also identical, where
We then rewrite (27) as
Similarly, the estimation of B is
To simplify the analysis further, we let D =D and B =B from now on.
B. Analysis of Proposed Stackelberg Game
Backward induction method is widely adopted to solve Stackelberg game since the follower's strategies will affect the leader's strategies. Therefore, we first study the BGD level game
The goal is to find the Nash equilibrium (NE) for this game with a given power vector p D .
Definition 2 (NE): A power vector
. According to (5) , with a fixed noise, SINR γ is a function of p. Therefore, we can rewrite f e (·) as a function of p. With a fixed weight factor, the penalty function r(·) is also a function of p. Moreover, it is safe to assume that all BGDs have the same transmission rate since they are equipped with the same hardware, i.e.,
. If we normalize the transmission rate to 1, and fix noise n and weight factor w, we then, simplify the utility function (16) as
(31) 
and
where 0 − indicates the negative approach to 0. Therefore, there is at least one point p z such that u(p z ) = 0. If we plot u (p), we can clearly see the unique zero point in Fig. 4 . We then prove its uniqueness.
According to Lemma 1,
Recalling the properties of the penalty function, h(p) is strictly decreasing and converges to 0. Therefore h (p) < 0, and h (p) increasingly converges to 0 − , which indicates that
which indicates that h (p) converges to 0 faster than g (p). 
Corollary 1: 
Calculate 
We, then, formally define the SE for the two-level Stackelberg game. 
Definition 4 (SE):
A vector p * = (p * D , p * B ) is an SE, if p * B ∈ u * B (p * D ) and p * D is an NE for G D = [D, {p D i }, {u D i (·)}].p B i = re B i p B −i , p D , ∀i ∈ [1, B] p D j = re D j p D −j , p B , ∀j ∈ [1, D].(39)
C. Algorithms to Approach NE and SE
Based on the analysis above, we propose an algorithm to approach the NE in the two-level games. The BGD level game is presented in Algorithm 1. Switch B → D and B → D, the algorithm approaches to the NE for the DGD level game G D . To approach SE, we need to run Algorithm 1 reciprocally for both G B and G D . It is summarized in Algorithm 2.
VI. NUMERICAL RESULTS
In the simulation set up, the NAN is in an area of 1 × 1 km and it consists of 2000 smart meters, each having an adaptive sampling period 1-2 s. Each sample generates 12 kB, or 48-96 kb/s real time data rate and is finally sent to a DGD or BGD by following the HWMP routing protocol. With different αs, we will have different estimations, as shown in Fig. 5 . Note that, when α = 0 or α = 1, there is no hierarchical structure and therefore the Stackelberg game approach degrades to a noncooperative game approach.
Let α = 0.4, which returns D = 5 and B = 7. We use the same Stackelberg approach to obtain the results targeting pure power efficiency utility (denoted as no penalty in simulation results). Fig. 6 clearly shows that achieving pure power efficiency does not guarantee the reliability requirement. We then discuss how the proposed utility with penalty performs. We first show the impact on the weight of the penalty function c. With a higher weight, the proposed scheme achieves a higher reliability when the smart meters generate more data. When c = 0.25 and c = 0.3, it always achieves 100% reliability. However, the question is which c to choose for deployment. Before answering this question, we need to show the power efficiency aspect of our proposed scheme. Specifically, we examine the impact of different incoming data rates on the total power usage with two sets of settings. One set is with α = 0, in other words, the Stackelberg game is degraded to a noncooperative game only with D = 0, B = 12 (we keep the path gain settings such that 5 BGDs are closer to the concentrator). The other set is with α = 0.4, where D = 5 and B = 7, and the results are obtained by Stackelberg game. Each point is the average value of 300 simulation runs.
From Fig. 7 , we can see that, in both sets of the settings, pure power efficiency scheme returns the lowest power usage. Our proposed scheme returns the results in between those two schemes. And the total power usage increases when the generated data rate by smart meters increases. However, our proposed scheme uses a significantly lower power compared with the maximum power scheme. If we compare the two sets of settings (α = 0.4, and α = 0), we can see that the Stackelberg game approach (α = 0.4) returns a significantly lower power usage as compared with noncooperative game approach (α = 0). We also see that a larger c returns a higher power usage. To this end, we shall answer the question given before that with these settings, c = 0.25 is a better choice than c = 0.3 because its power usage is lower. However, we will leave this paper of the optimal decision to the future work.
Finally, we show the performance of the two algorithms proposed to obtain the NE in both G B and G D , and to obtain the SE in the two-level Stackelberg game with the same set of randomly generated incoming data rates. Fig. 8 shows that both noncooperative games can converge after very few iterations using Algorithm 1. Fig. 9 shows that the SE can converge after very few iterations using Algorithm 2.
VII. CONCLUSION
In this paper, we have studied the uplink transmission for a future NAN as part of a CPS in smart grid. In order to achieve both energy efficiency and data rate reliability requirements, we have proposed a hierarchical uplink transmission power control scheme with a penalty function using a two-level Stackelberg game theoretical approach. For a linear receiver, we have also studied the existence and uniqueness of the NE for both level noncooperative games, and that of the expand SE for the proposed Stackelberg game. To practically approach the equilibria quickly, we proposed two algorithms. The numerical results demonstrated that our proposed scheme can successfully meet data rate reliability requirement while achieving energy efficiency when parameters are adjusted properly. The numerical results also indicated that our proposed Stackelberg game theoretic approach reaches better energy efficiency as compared with simple noncooperative game approach. In the future work, we will further explore using the two way communications for the applications of NAN and AMI, such as demand response.
